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Office of Information Technology
Enterprise Information Security

Overview

Led by Chief Information Security Officer, Derek Spransy, OIT Enterprise Security provides
comprehensive information security services for the Emory enterprise, including Emory
University and Emory Healthcare. Emory’s information security program is aligned to the NIST
Cybersecurity Framework 2.0 standards.

The mission of OIT Enterprise Information Security is to support the core education, research,
and healthcare missions of Emory University by helping assure the confidentiality, integrity, and
availability of Emory’s information systems and the data they contain, and by helping the
institution effectively manage IT risks to an acceptable level.

Emory’s IT environment includes approximately 60,000 faculty, staff, and students, 1,100 Local
Area Networks, 12,000 wireless access points, and 150,000 active wired and wireless network
devices.

The OIT Enterprise Information Security department consists of 69 full time staff positions,
divided into five teams:

e Architecture & Security Engineering

e Cyber Defense

e |IT Governance, Risk, and Compliance (includes Disaster Recovery, Research
Cybersecurity, and Third-Party Risk)

e Cloud Security

e |dentity and Access Management

The Architecture & Security Engineering team is staffed by a Lead Security Architect, an
Associate Director and five FTEs. This team’s primary focus is maintaining current and target
state security architectures, and the implementation, management, and support of Emory’s
information security infrastructure such as firewalls, intrusion detection and prevention
systems, virtual private networking, multi-factor authentication, etc.

The Cyber Defense team is staffed by an Associate Director and five FTEs. The primary focus of
this team is the active management of threats, incidents, and vulnerabilities within the Emory
enterprise. This team monitors for, identifies, and responds to potential threats, it manages
Emory’s institutional response to system compromises and data breaches, and it coordinates
enterprise wide vulnerability scanning and remediation efforts. This team also conducts IT
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related investigations initiated by Internal Audit, Legal, Compliance, Human Resources, and law
enforcement.

The IT Governance, Risk, and Compliance team is staffed by a Director, three Associate
Directors, 2 managers and 19 FTEs. Management of Emory’s IT compliance obligations is the
main focus of this team. In support of these compliance obligations the IT Governance, Risk,
and Compliance team conducts and coordinates IT risk assessment and remediation efforts as
required by these regulations. The team conducts and supports privacy investigations in the
Emory Healthcare environment. The principal IT compliance regimes in effect at Emory are:

e The Health Insurance Portability and Accountability Act (HIPAA)

e Various Research Security Requirements (CMMC, NIH GDR Policy, DFARS 7012, etc.)
e The Payment Card Industry Data Security Standard (PCI DSS)

e The Federal Information Security Management Act (FISMA)

e The Family Educational Rights and Privacy Act (FERPA)

e The Graham-Leach-Bliley Act (GLBA)

e The General Data Protection Regulation (GDPR)

e Good Security Practices (GxP)

The IT Governance, Risk, and Compliance team also has responsibility for information security
policies and end user cybersecurity awareness and training, as well as:

e Disaster Recovery - this team is staffed by an Associate Director and 3 FTEs. This team
is responsible for all aspects of Emory’s IT Disaster Recovery program (e.g. program
design, program management, disaster response) and for ensuring appropriate
alignment with Emory’s Business Continuity program.

e The Third-Party Risk team is responsible for conducting a large volume of security
reviews for internal and external applications and services and serving as security
subject matter experts for the consulting needs of internal Emory customers.

The Cloud Security Team is staffed by one Associate Director and five FTEs who are responsible
for identifying, designing, selecting, and implementing security controls within Emory’s cloud
environments, as well as managing privileges and access, and maintaining security
configuration of our cloud environments.

The Identity and Access Management team is staffed by a Director and one Sr Manager and a
staff of 16 Access Managers, and 7 engineering staff. The purpose of the IAM team is to
support, govern, and manage Emory’s identities and identity platforms.

Emory also utilizes two Managed Security Services Providers to provide 24x7 managed incident
detection and response and managed phishing detection and response services for the Emory
enterprise.
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